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NAS RK is pleased to announce that News of NAS RK. Series physico-mathematical journal
has been accepted for indexing in the Emerging Sources Citation Index, a new edition of Web of
Science. Content in this index is under consideration by Clarivate Analytics to be accepted in the
Science Citation Index Expanded, the Social Sciences Citation Index, and the Arts & Humanities
Citation Index. The quality and depth of content Web of Science offers to researchers,
authors, publishers, and institutions sets it apart from other research databases. The inclusion of
News of NAS RK. Series of chemistry and technologies in the Emerging Sources Citation Index
demonstrates our dedication to providing the most relevant and influential content of chemical
sciences to our community.

KasakcmaH Pecriybnukacbl ¥nmmbiK fbiibiM akademusicbl «KP YFA Xabapnapbl. ®u3uka-
TibIK-MamemamukariblK CepusiCbl» fblfibIMU XXypHaribiHbiH Web of Science-miH xaHanaHfFaH
Hyckacbl Emerging Sources Citation Index-me uHOekcmeryze KabblniOaHfaHbIH Xxabap-
natdsl.  byn uHdekcmeny 6apbicbiHda Clarivate Analytics komnaHusicbl XypHarnldbl o0aH api the
Science Citation Index Expanded, the Social Sciences Citation Index xoeHe the Arts & Humanities
Citation Index-ke Kabbinday moeceneciH kKapacmbipyda. Webof Science 3epmmeywinep, as-
mopsap, 6acnawbiiap MEH MeKemeriepae KOHmeHm mepeHdiei MeH canacbiH ycbiHalbl. KP
¥FA Xabapnapbl. Xumus xeHe mexHonoaus cepusicbl Emerging Sources Citation Index-ke eHyi
6i30iH KoramdacmbIK YWiH eH 63ekmi xoHe 6e0endi XuMusirblK FblfibiMOap 60UbIHWAa KOHMEHMKe
a0arnObifbiMbI30bi 6indipedi.

HAH PK coobwaem, 4ymo Hay4Hbil XypHan «Wzeecmuss HAH PK. Cepusi ¢busuko-ma-
memamudeckas» 6bii npuHam 0ns uHOekcupoeaHuss 86 Emerging Sources Citation Index,
obHoeneHHol eepcuu Web of Science. CodepxaHue 8 3amom UHOEKcUuposaHUU Haxodumcs 8
cmaduu paccmompeHus komnaHuel Clarivate Analytics 0nsi OanbHelwea0 NPpUHIMuUS XypHarna 6
the Science Citation Index Expanded, the Social Sciences Citation Index u the Arts & Humanities
Citation Index. Web of Science npednazaem kadecmeo u asybuHy koHmeHma 0ns uccredoesa-
mersel, asmopos, usBamenel u y4dpexdeHul. BkmroueHue Wzeecmuss HAH PK e Emerging
Sources Citation Index OemoHcmpupyem Hawy npueepXxeHHoCmb K Haubosiee akmyarsb-
HOMY U 811usimesibHOMY KOHMeHmMy Mo XUMUYeCKUM Haykam Ot Haweao coobuecmea.
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ASSESSMENT OF THE SECURITY STATUS OF THE COMPANY’S DATA CENTER
NETWORK INFRASTRUCTURE

Abstract. The purpose of this article is based on an assessment of the current state of network security
in a company’s data center. Analysis of the architecture and design principles of the data center network,
development of proposals and recommendations for increasing the level of network security of the company’s
data center without serious loss of performance using both existing network elements and additional security
elements. The data center performs the functions of processing, storing and distributing information, as a
rule, in the interests of corporate clients - it is focused on solving business problems by providing information
services. Attacks on the network infrastructure are also considered; they can be both active and passive
(depending on the malware used by the attackers). A thorough assessment of the security of the network
infrastructure was carried out, which depends on the complexity of the telecommunication and IT solutions
used, security solutions, as well as on the time, resources and raw data available for analysis. An analysis
was also carried out based on the output of configuration commands with hidden real IP addresses and
passwords, the specification of the active network equipment in use. In the assessment, the main efforts were
focused on analyzing the measures taken to effectively protect each individual network layer, analyzing
the performance requirements, as well as the monitoring and control systems used. The perimeter of the
data center is considered, which the current architecture of building the network perimeter is organized on
powerful ASR1001 routers designed for use in large data processing centers and intended for aggregating
WAN (Wide Area Network) connections. A number of recommendations for increasing the level of network
security are provided.

Key words: network security, data center, network, Cisco, virtual private server, proxy servers.

Introduction. “Data transmission network™ is a set of terminal communication devices (terminals)
connected by data transmission channels and switching devices (network nodes) that provide messaging
between all terminal devices. “Infrastructure” is a complex of interconnected service structures or facilities
that make up and provide the basis for the functioning of the system. A “network segment” is a logically or
physically separate part of a network.

“Datacenter” is a data processing center that provides a complex of network and computing equipment
with a high level of availability. A high level of availability is also provided by uninterruptible power supply
systems, climate control, security and other systems. A data center (from the English data center), or a data
center (storage and processing center) is a specialized building for hosting server and network equipment and
connecting subscribers to Internet channels.

The data center performs the functions of processing, storing and distributing information, as a rule, in the
interests of corporate clients — it is focused on solving business problems by providing information services.
Consolidation of computing resources and data storage facilities in the data center makes it possible to reduce
the total cost of ownership of the IT infrastructure due to the possibility of efficient use of technical means,
for example, load redistribution, as well as by reducing administration costs.
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Data centers are usually located within or in close proximity to a communications hub or a point of
presence of one or more telecom operators. The main criterion for evaluating the quality of any data center is
the server availability time (uptime).

A data center or data center (Data Processing Center) is a high-tech room, the space of which is filled with
telecommunications equipment and other devices, thanks to which the collection, storage and processing of
various information opens up opportunities for users to work on the World Wide Web. A distinctive feature
inherent in stable data centers is the reliability of the building, internal layout and modern infrastructure,
which best meets the requirements of stable and safe use of the data center by its key customers.

The services of the data center are mainly used by corporate clients to successfully solve business problems,
because thanks to the capabilities of the data center, customers really save the company’s finances, since there
is no need to equip a special room for storing server equipment and hire expensive IT personnel.

Data centers differ primarily in their technical capabilities and the types of services they provide. Corporate
data centers that individually serve the interests of a large company share the palm with commercial data
centers whose task is to serve organizations and private businesses of various sizes.

Each data center has its own set of infrastructures, the tasks of each of which are strictly individual:

Informational - provides the main functions of the data processing center, from which we will highlight
the processing and storage of your data.

Telecommunications - provide reliable communication and data transfer between individual servers and
their users.

Engineering infrastructure - guarantees stable and uninterrupted functioning of all systems of the server
platform.

Modern data centers scan and are ready to offer their business partners and key customers a wide range of
care and support services. Let ‘s highlight as the main:

Rack rental - allows you to host your own servers, renting an entire rack for them with a profit. This
service is suitable for companies whose security policy does not allow placing equipment in a common rack.

Hosting (physical server hosting) provides opportunities to host your own server hardware in dedicated
racks in a data center.

Renting servers is an ideal option if your company does not have the personal equipment of the necessary
configuration to ensure data stability. The main task in this case is to rent server capacity in the data center
for a long time.

VPS (virtual private server) is suitable when there is an objective need to rent a virtual dedicated server
for your project.

Virtual hosting is an indispensable service designed for hosting and successful, uninterrupted functioning
of the web pages of a modern company.

Network security is a set of requirements and policies that are imposed on the corporate network
infrastructure to analyze its operation and prevent attackers from accessing data, changing this data, modifying
it, as well as the failure of the network or its individual resources.

Regardless of the scale and type of business, wherever the network infrastructure is used, hardware
solutions and software products are needed to ensure network security.

Principles of network security

Among the fundamental principles of corporate network security, the following can be distinguished:

Protection of devices connected to the network. In order to reliably protect devices connected to the
network, it is necessary to use modern high-tech solutions. For example, computers that can be attacked by
viruses need to be protected with reliable antivirus software and set up automatic updates of their signature
databases to minimize the risk of an attack.

Network devices must be resistant to failures and provide for the possibility of rapid recovery. It is
important to systematically monitor the infrastructure in order to understand exactly what state a particular
device, application, service is in and, if necessary, implement means to protect them.

The network bandwidth must be continuously monitored. If an attack is committed, it always entails
considerable costs for restoring the system’s operability. Therefore, it is necessary to use means of protection
against targeted attacks and methods of preventing intrusions into the infrastructure. This will minimize the
risks of success of the attackers, and will also minimize the company’s data recovery costs.

The local network of the enterprise should be fault-tolerant and provide for the possibility of rapid recovery
if necessary. It will not be possible to protect the network 100% under any circumstances, but it is possible
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to provide for a quick transition from one resource to another in case of failure of the first one, which will
happen unnoticeably for network users.

Network security tools

Attacks on the network infrastructure can be both active and passive (depending on the malicious software
used by the attackers). Therefore, to ensure the security of the network, comprehensive measures are used:

— proxy servers;

— systems for detecting and preventing hacking threats;

— means of protection against targeted attacks;

— firewalls;

— network monitoring systems;

— VPN.

With the help of the tools described above, you can:

— protect corporate infrastructure from hacking;

— ensure a secure connection to the network of external devices;

— monitor and control the operation of the software;

— safely conduct banking transactions, etc.

“Network security” is a set of requirements imposed on the infrastructure of an enterprise’s computer
network and policies for working in it, which ensure the protection of network resources from unauthorized
access.

The purpose of this article is to assess the current state of network security of the company’s data center.
Also, analysis of the architecture and design principles of the datacenter network, development of proposals
and recommendations for improving the level of network security of the company’s datacenter without serious
performance losses using both existing network elements and additional security elements.

The field of activity of the work is the network infrastructure of the datacenter, which has several levels
responsible for connecting to an external network, routing in the core of the network, etc. For effective
network protection at each level of the network infrastructure, a multi-level end-to-end modular protection
system based on the recommended Cisco SAFE architectures, the deployment of security systems taking into
account the platform and the necessary functionality, the use of intelligent network mechanisms to improve
control and management is necessary.

The thoroughness of the network infrastructure security assessment depends on the complexity of the
telecommunications and IT solutions used, security solutions, as well as time, resources, and source data
available for analysis.

The analysis was carried out on the basis of the following initial data

— conclusions of configuration commands with hidden real IP addresses and passwords;

— cnermduranus specification of the operated active network equipment;

In this assessment, the main efforts were focused on analyzing the measures taken to effectively protect
each individual network layer, analyzing performance requirements, as well as the control and management
systems used.

Materials and methods. The article provides a general description of the technologies used to protect the
datacenter network. The network infrastructure of the datacenter has several levels responsible for connecting
to an external network, routing in the core of the network, etc. For effective network protection at each level
of the network infrastructure, a multi-level end-to-end modular protection system based on the recommended
Cisco SAFE architectures, the deployment of security systems taking into account the platform and the
necessary functionality, the use of intelligent network mechanisms to improve control and management is
necessary. The network access layer consists of a connection to an Internet provider (network perimeter),
and a consolidated LAN (Local Area Network) and SAN (Storage Area Network) connection to a network
of servers (internal network). The core layer of the network consists of a virtual switching system - Virtual
Switch System (VSS). [1]

The “Level-separated datacenter scheme” is shown in Figure 1.

Fig. 1- Data center diagram divided by levels

Figure 2 also provides an overview of the data center network architectures. [2]
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Fig. 2- Overview of the data center network architectures

Perimeter fault tolerance is provided by two ASR1001 series routers and the GLBP (Gateway Load
Balancing Protocol) protocol. [3]

The fault tolerance of the network core is provided by two Catalyst 6504E switches combined into a single
virtual switching system - VSS and the technology used for uninterrupted switching - NSF/SSO (Nonstop
Forwarding with Stateful Switchover). The following security features are configured on the perimeter of the
network:

— Protection against fake IP addresses URPF (Unicast Reverse Path Forwarding);

— Access list without session status monitoring on the external interface;

— Encryption and authentication of remote users by [Psec protocol (VPN);

The core of the network is configured with basic network protection in the form of segmentation on VLAN
(Virtual Local Area Network).

Results. The composition of the perimeter equipment and the core of the network. The company’s network
equipment consists of 2 units of routers, 2 units of switches and 2 units of traffic balancer modules installed
in the core switch.

Summary configuration data for routers, switches, and load balancer modules are shown in Table 1.

Table 1- Equipment of the perimeter and core of the company’s network

Num-
ber of . Power supply unit
Monens Operating system sl(:ll:oces- Flash | RAM |line }::rzi:i];antlety quantity (pes.)/
cards P typ power (BT.)
(pes.)
Cisco Systems, | asrl001-universalk N/A 7741 4194 12/(1000)/ optical | 2/400
Inc. ASR1001 9.03.04.02-S.151-3.S2.bin Mbytes | Mbytes
Cisco Systems, |asr!001-universalk N/A 7741 4194 12/(1000)/ optical | 2/400
Inc. ASR1001 9.03.04.02.S.151-3.S2.bin Mbytes | Mbytes
Cisco Systems, | s72033-ipbasek 600 Mhz 1 49/(10/100/1000)/ | 2/2700
Inc. WS-C6504-E | 9-mz.122-33.SXJ2.bin copper
4 slot switch 2/(1000)/ optical
2/(10000)/ optical
Cisco Systems, | s72033-ipbasek 600 Mhz 1 49/(10/100/1000)/ | 2/2700
Inc. WS-C6504-E | 9-mz.122-33.SXJ2.bin copper
4 slot switch 2/(1000)/ optical
2/(10000)/ optical

The Cisco router of the following model serves as a platform for the organization of the network Perimeter;
— Cisco ASR1001
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The network core layer is built on hardware;

— Cisco Cisco Catalyst WS-C6504-E with ACE30-MOD-K9 service modules

Incoming traffic from the Internet is terminated at the IP address of the ACE traffic balancer and sent
further to the back-end of the server.

Now let’s consider the organization of the physical connection of the network. Each perimeter router with
an Internet provider is connected via 3 GigEthernet links combined into a logical Etherchannel.

Perimeter routers are connected to core switches integrated into the VSS virtual switching system also by
means of 3 GigEthernet links integrated into the Etherchannel logical channel.

The core switches are combined by one TenGigEthernet link to organize a virtual switching link - VSL
(Virtual Switch Link), and the subsequent organization of a virtual switching system - VSS (Virtual Switch
System).

Connection to the server farm is organized through interfaces with bandwidth - TenGigEthernet.[4]

The “Physical connection organization scheme” is shown in Figure 3.
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Fig. 3- Diagram of the organization of the physical connection.

Consider the logical infrastructure of the network. The logical infrastructure of the network consists of
virtual IP networks for various purposes. Two instances of the dynamic OSPF protocol (Open Shortest Path
First) with a virtual switching system and the dynamic routing protocol eBGP (External Border Gateway
Protocol) with the provider’s equipment for Internet access are running on perimeter routers.

The OSPF protocol, along with IS-IS, belongs to the Link State class of routing protocols. The principles
of this class are that in addition to all optimal routes to remote networks, there should be a complete network
map in the router’s memory, including with active connections between other routers. OSPF was originally
created as an open protocol, which made it the most common among routing protocols. Its algorithm makes
it quite easy to build a protocol stack for OSPF. Therefore, for specialists related to networks, it is important
to understand, at least, the general principles of its work. [5]

The bgp dynamic routing protocol allows you to dynamically monitor the status of the main and backup
Internet channels, and also allows you to announce public addresses of your own private autonomous system
(AS-65244).

The first instance of the OSPF protocol includes a public network with a virtual IP address of back-end
servers, and also generates a default route for the internal network.

The second instance of the OSPF protocol provides connectivity of internal networks with a private pool
of a remote access network (VPN). The diagram of the logical network of the company is shown in Figure 4.
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Fig. 4 - The scheme of the logical network of the company.
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Discussion. Consider the perimeter of a datacenter, the current architecture of building a network perimeter
is organized on powerful ASR1001 routers designed for use in large data processing centers and designed for
aggregation of WAN (Wide Area Network) connections.[6]

The ZBF function is activated and configured on perimeter routers with the inspection of the state of
transit traffic and traffic from/to routers. However, the interfaces are not set up in the appropriate zones, and
accordingly there is no traffic inspection.

The password for the SNMP (Simple Network Management Protocol) community is set by default.

The reason for the last reboot of the ASR1001-01 router is an emergency reboot, with information about
the reasons in the crash info file, which is located in flash memory.

The database of accounts for authentication of remote access to the management of network perimeter
equipment, and for providing access to the internal network is performed locally on perimeter routers. There
is no authorization and accountingthe connection.

Remote control of perimeter equipment is performed both via the secure SSH protocol (Secure Shell
Secure) and via the non-secure Telnet protocol. There is no list of restrictions on which IP networks or IP
addresses of hosts are allowed to manage the network perimeter equipment.

The core layer of the datacenter- the core of the network is a virtual switching system - VSS.

VSS is implemented on the Catalyst 6504E modular switches.

The core switches, in addition to switching traffic, also routes traffic with the perimeter of the network.

Network segmentation using - VLAN (Virtual Local Area Network) has been implemented on the switches,
but there are no access filtering lists between segmented networks.

For fault tolerance of the topology at the L2 level, the RPVSTP (Rapid PerVLAN Spanning Tree Protocol)
protocol has been applied, but the STP (Spanning Tree Protocol) Toolkit has not been applied, providing
predictable behavior of the Spanning Tree Protocol.

There is no logging (syslog) of events on the network core hardware.

The database of accounts for authentication of the management of the network core equipment is made
locally on the switches. There is no authorization and accountingthe connection.

Remote control of the kernel hardware is performed both via the secure SSH protocol (Secure Shell) and
via the non-secure Telnet protocol. There is no list of restrictions on which IP networks or IP addresses of
hosts are allowed to manage the network core equipment.

The switches do not have protection against unidirectional channels — UDLD (Unidirectional Link
Detection).

There are no lists of allowed VLANSs on the switch interfaces configured in - trunk mode.

Network management: There are no data center network management tools to protect and optimize the
network.

On perimeter routers, network management is performed from a dedicated network, but there are no
filtering lists that allow you to restrict access for management.

There is no direct connection to the dedicated management network (OOV-Out-of-Band) on the core
switches.

Intrusion prevention system: there are no means of deep traffic inspection on a behavioral and signature
basis in the network to prevent intrusion into the network.

Recommendations for improving network security. [7]

1. Around the perimeter of the datacenter. Traffic inspection.

Observation: on perimeter routers, interfaces are not installed in the corresponding zones, and accordingly,
there is no packet inspection of traffic between zones.

Impact: the absence of packet inspection with status control does not allow for stricter traffic control on the
network perimeter, dynamically monitoring the status of both open and semi-open sessions.

Recommendation: following modern approaches in building protection at the network level when using
IOS (Interworking Operation System), it is recommended to use the built-in tools of this operating system. [§]

2. On the protection of SNMP (Simple Network Management Protocol).

The SNMP protocol was developed to test the functioning of network routers and bridges. Subsequently,
the scope of the protocol also covered other network devices, such as hubs, gateways, terminal servers, LAN
Manager servers, Windows NT machines, etc. In addition, the protocol allows for the possibility of making
changes to the functioning of these devices.

Surveillance: On perimeter routers, the password for SNMP community is set by default.

Influence: allows you to read various data from the equipment.
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The main interacting persons of the protocol are agents and management systems. If we consider these two
concepts in the language of “client-server”, then the role of the server is performed by agents, that is, the very
devices for which the protocol we are considering was developed. Accordingly, the role of clients is assigned
to management systems - network applications necessary to collect information about the functioning of
agents. In addition to these two subjects, two more can also be distinguished in the protocol model: the
control information and the data exchange protocol itself.

“Why do I need to poll the equipment at all?” - you ask. I will try to shed some light on this issue.
Sometimes, during the operation of the network, it becomes necessary to determine certain parameters of
a certain device, such as, for example, the size of the MTU, the number of packets received, open ports,
the operating system installed on the machine and its version, to find out whether the forwarding option is
enabled on the machine, and much more. To implement this, SNMP clients are the best suited.

In addition to the above, the protocol in question has another very important feature, namely the ability to
modify data on agents. Of course, it would be stupid to allow modification of absolutely any parameter, but,
despite this, the number of those parameters for which a write operation is allowed is simply frightening. At
first glance, this completely refutes the entire theory of network security, but if you delve into the question,
it becomes clear that not everything is as running as it seems at first glance. “To be afraid of wolves is not
to go into the forest.” After all, with a little effort by the network administrator, you can reduce the risk of
successful completion of the attack to a minimum. [9]

Recommendation: replace the password with a complex one, limit the list of control systems connected to
perimeter routers via the SNMP protocol using access lists - ACLs (Access Control List). [10]

3. By the core of the data center network, that is, traffic limitation between network segments.

Observation: on switches, network cores are segmented using - VLANSs, but there are no access filter lists
between networks.

Impact: various kinds of attacks from internal network segments to neighboring networks. Reduced
network performance by parasitic traffic.

Recommendation: configure access filter lists between segmented internal networks.

4. On the stability and security of STP.

STP the operation of the spanning tree protocol is not “flawless”, and there are hidden security risks in
the operation of STP, so it is necessary to use the STP security mechanism to eliminate these potential risks.
In this experiment, three STP security mechanisms will be presented: Bpdu Guard, RootGuard, Loop Guard.

The principle of operation in a switched environment, STP selects root and supports STP operation by
sending BPDUs during operation. STP security rules are also implemented through BPDU “monitoring”.
The security rule for implementing STP is to restrict the connected switching equipment (the switch will send
BPDU information when it is connected to the switching environment). Prohibit the switch from accessing
the network, only access to the terminal; prohibit the switch from sending information to displace the root
role, etc.

Observation: STP Toolkit is not applied on core switches, which provide predictable behavior of Spanning
Tree Protocol.

Impact: The lack of the Spanning Tree Toolkit negatively affects the stable and secure operation of STP.

Recommendation: You should make the most of the set of additions to STP from Cisco - Spanning Tree
Toolkit, containing the following commands: [11]

— Rootguard

— Loopguard

— UplinkFast

— UDLD

— BPDU Guard

— Root Guard

— PortFast

— Port Security
. By using the UDLD (Unidirectional Link Detection) protocol.

Unidirectional Channel Detection (UDLD) is a data channel layer protocol from Cisco Systems designed
to monitor the physical configuration of cables and detect unidirectional channels. UDLD complements the
Spanning Tree Protocol, which is used to eliminate switching loops.

- Unidirectional Link Detection (UDLD) is one of the two main functions (UDLD and loop guard) in
Cisco switches to prevent layer 2 loops.

AN
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- The Spanning Tree Protocol (STP) resolves redundant physical topology into a tree-like forwarding
topology without loops by blocking one or more ports. The advantages of using UDLD on optical channels
are obvious. In optical communication lines, light is used for data transmission, when using which there is no
need for a closed circuit, as in the case of copper cables (in which each pair of conductors is a closed circuit).
In this regard, there is a possibility of failure of only one direction of data transmission on the communication
line.

Observation: Unidirectional protection (UDLD) is not applied on switches.

Impact: UDLD helps STP work by preventing switching errors on optical distribution frames.

Recommendation: use UDLD aggressive mode on optical channels for maximum protection against
partially failed (unidirectional) connections. [12]

5. By event logging.

Observation: No event logging on core switches.

Impact: lack of log entries about important / critical events on the network.

Recommendations: configure event logging to a remote server - syslog. [13]

6. According to the list of VLANSs on trunk ports.

Observation: on the interfaces of the switch configured in trunk mode, there are no lists of allowed VLANS.

Impact: Unwanted traffic on backbones leads to reduced network security and performance.

Recommendation: configure the list of allowed VLANSs on trunk ports configured in trunk mode. [14]

7. By intrusion prevention.

Observation: The network does not have deep traffic inspection tools that work on a behavioral and
signature basis.

Impact: the risk of various malicious acts being carried out through the data network. Failure of the
network, as well as IT systems and servers.

Best practice: Install an intrusion prevention system (IPS) with sufficient performance to monitor network
traffic anomalies. It is advisable to install the intrusion prevention system in the IDS (Intrusion Detection
System) mode, and analyze the traffic after the balancing system - ACE. This design of the IPS layout will
allow you to analyze unencrypted SSL (Secure Socket Layer) traffic. [15]

8. Management and monitoring. Remote connection.

Monitoring: there is a possibility of remote control of the perimeter and network core equipment using an
unprotected protocol - Telnet.

Impact: credentials (login / password) are transmitted by the telnet protocol in cleartext. There is a risk of
intercepting credentials.

Recommendation: leave the SSHv2 protocol for remote control of equipment. Limit the list of IP addresses
from which it is possible to connect to active network equipment using ACLs. [16]

9. By account base

Observation: The management and dial-up credentials database is stored locally in the hardware
configuration file.

Impact: risks of compromising credentials, lack of flexible authorization and accounting mechanisms.

Recommendation: to use an external system for Authentication, Authorization and Accounting, operating
under the secure protocol TACACS + (Terminal Access Controller Access Control System). TACACS+
(English Terminal Access Controller Access Control System plus) is a session protocol, the result of further
improvement of TACACS undertaken by Cisco.

Protocol security (encryption) has been improved, and the separation of authentication, authorization and
accounting functions has been introduced, which can now be used separately.

TACACS+ uses the concepts of sessions. Within the framework of TACACSH, it is possible to establish
three different types of AAA sessions (English authentication, authorization, accounting). Establishing
one type of session generally does not require prior successful establishment of any other. The protocol
specification does not require opening an authorization session to open an authentication session first. The
TACACS+ server may require authentication, but the protocol itself does not stipulate this. [17]

10. By dedicated management (DED) *

Monitoring: Not all active network equipment is managed from a dedicated network.

Impact: secure connection, management, and monitoring of network equipment, reducing network
downtime.

Recommendation: use an alternative secure access through a dedicated management network to connect
to network equipment. [18]
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11. By monitoring

Best practice: Use solutions to efficiently and centrally deliver all aspects of security policies for firewalls
(ZBF), virtual networks (VPNs), intrusion prevention tools (IPS).

Network monitoring and diagnostics tools are needed that provide data about network devices, automate
routine network management tasks, collect and provide data on device loading, and provide functions for
localizing and diagnosing network problems. Figure 4 “Recommended circuit with additional network
components” [19]
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Fig. 4- “Recommended circuit with additional network components”

Conclusion. In conclusion, the security assessment of the network infrastructure of the data center was
carried out on the basis of a study of technological materials provided by the company’s specialists. The
results of the assessment allow us to make the following statements:

— the infrastructure of the company’s data center is built on a high-performance hardware platform;

— the design of the network is built using technology to ensure high availability of the network;

— the traffic inspection function with monitoring the network session status is available and configured at
the network perimeter;

— remote network management has weak protection against various kinds of attacks on the data transmission
network;

— There are no “best practices” solutions focused on building secure networks, and some are not used
effectively enough.

Each perimeter router with an Internet provider is shown connected via 3 GigEthernet links combined
into a logical Etherchannel. Perimeter routers are connected to core switches integrated into the VSS virtual
switching system also by means of 3 Gig Ethernet links integrated into the Etherchannel logical channel.
The core switches are combined by one Ten Gig Ethernet link to organize a virtual switching link - VSL, and
the subsequent organization of a virtual switching system - VSS. Connection to the server farm is organized
through interfaces with bandwidth — Ten Gig Ethernet.

It is said about the logical infrastructure of the network, which consists of virtual IP networks for various
purposes. Two instances of the dynamic OSPF protocol with a virtual switching system and the eBGP
dynamic routing protocol with the provider’s equipment for Internet access are running on perimeter routers.
The bgp dynamic routing protocol allows you to dynamically monitor the status of the main and backup
Internet channels, and also allows you to announce public addresses of your own private autonomous system
(AS-65244). The first instance of the OSPF protocol includes a public network with a virtual IP address of
back-end servers, and also generates a default route for the internal network.

The second instance of the OSPF protocol provides connectivity of internal networks with a private pool
of a remote access network (VPN).

Based on the above statements, in order to improve the security, reliability, availability of the data center
network, to minimize the risks in the operation of the data transmission infrastructure, and also considering
that the data transmission network is one of the most important components of the IT infrastructure, it is
necessary to follow the recommendations given in the article.
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JEPEKTEP OPTAJIBIF BIHBIH KEJIIJIIK UH®PAKYPbIJIBIMbBIHBIH KAYIICI3JIIK
JKATJAUBIH BATAJIAY

AnHoTtanus. by MakanaHbIH MaKcaThl KOMITAHUSHBIH JEPEKTEP OPTaBIFBIHAAFE Kelll Kayinci3miriHig
arpIMJaFbl OKarnaiiblH Oaranayra HerizgenreH. JlaTa-opTaiblk KENiCiHIH apXUTEKTypachl MEH AM3aliH
MPUHIMITEPIH TaJiay, KOJIJIAHBICTAFbl XKeJi 3JIEMEHTTEPIH Jie, KOCBIMINA KayilCi3[IiK 3JIEMEHTTEPIH Jie
naijagaHa OTBIPBI, OHIMIUTIKTI KOFaJITIAH KOMIIAHHUSHBIH JCPEKTEP OPTAJIBIFBIHBIH JKEIUIIK Kayilci3maik
NeHI'eliH apTThlpy OOMBIHIIA YCBIHBICTAD MEH YCBIHBIMAAPIBI d3ipiey. Jlara-opranblK axmaparTbl
OHJICY, CaKTay JXOHE Tapary (QYyHKUMSAJIApbIH, OETTE, KOPHOPATHBTIK KIMEHTTEPAIH MYAJeNepi YILIiH
OPBIH/IAN/IbI — aKIapaTTHIK KbI3MET KOPCETY apKblIbl OM3HEC MocelieNiepin memyre OarpITTanFat. JKenimik
WHpaKyphUIbIMFA MIa0ybUIgap JAa KapacThIpbUIafbl, ojap OelceHAl >KOHE NacCHUBTI OOJybl MYMKIH
(walysliaympliap naiijanaHaTelH 3UsSHABI OarmapiaMara OaitnaHeICThbl). JKemislik MHPpPaKYpBUIBIMHBIH
Kayinci3mirine MYKHSAT Oarajiay S>KYpPTri3iuimi, O KOJJIAHBUIATHIH TEJIEKOMMYHUKAIMSIBIK KoHe AT
MIETTMAEPIHIH KYPACSTITITiHe, KAYINCI3AiK menriMaepine, COHAai-aK Taaaay VITiH KOT JKeTIMIII YaKbITKa,
pecypcrapra xoHe OacTarkbl Aepekrepre OaiinanbicTel. CoHmal-aK >KachbIpblH HaKThl [P MekeHkaiimapsl
MEH Kynus cesfepi 0ap KOHPUIypauus KOMaHAAJapbIHBIH IUBIFYbI, KOJJAHBICTAFbl JKENITIK KaOAbIKTHIH
ceunpuKanusICchHl Heri3inae Tanjay >Kyprisuiai. baramayna Herisri Ky opOip >Keke Kelli IeHreiH THiMai
Kopray OoiibIHIIIA KaObUIJaHFaH IIapajapibl TajijayFa, OHIMALIIK TajanTapblH Tajjayra, COHJai-ak
MaianaHbpUIaTEIH MOHUTOPHHT KoHE Oakpliay sKyHemnepine OarbITTanzsl. JKenmiHiH MepUMEeTPiH KYpyIAblH
arbIMJIaFbl APXUTEKTYPAChl ipi JepeKTepi OHIeYy OpTaNbIKTaphIHIAA TaiinajaHyra apHairaH skoHe WAN
(Wide Area Network) xocbutbiMaapbia Oipiktipyre apHainfaH Kyartsl ASR1001 maprpyTtusaropiaapsinaa
YHBIMIACTBIPBIIFAH AEPEKTEP OPTANBIFBIHBIH MEPUMETPi KapacThIpbuiaisl. JKemiHiH Kayinci3aik AeHredin
apTTHIpy OolbIHIIA OipKaTap YChIHBICTAp OepijreH.

Tyitinai cesmep: >kenmimik Kayilci3lik, JepeKTep OpTaibiFbl, kemi, Cisco, BUPTyaJlbl JKEKe CepBep,
IIPOKCH-CEpPBEPIIEP.
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OILIEHKA COCTOSHUA BE30OITACHOCTHU CETEBOM HH®PACTPYKTYPHI
JATA-LIEHTPA

AnHoTauus. Lleds qaHHON cTaThu OCHOBAaHA Ha OIEHKE TEKYIIETO COCTOSHHUS CETEBOW O€30MacHOCTH
JlaTa-LeHTpa KOMIIAHUHM. AHAIW3 apXUTEKTypbl M NPUHLUIOB npoekrtupoBanus cetu LIO/l, paspaborka
MIPEUTOKEHU W PEKOMEHJAIMI IO TOBBIMIEHUIO YPOBHs ceTeBor OesomacHoctu IOl xommanuu 6e3
CEPbE3HBIX MOTEPH MTPONU3BOAUTENBHOCTH C UCIIOJIB30BAHUEM KaK CYIIECTBYIOIIUX CETEBBIX YIEMEHTOB, TaK
U JIOTIOTHUTENBHBIX AJIEMEHTOB Oe3omacHocTH. JlaTta-neHTp BBINONHACT QYHKUMH 00paOOTKH, XpaHEHUS U
pacrpocTpaHeHus HHPOPMAIINH, KaK MPaBUIIO, B MHTEPECcax KOPIOPATHBHBIX KIMEHTOB - OH OPUEHTUPOBAH
Ha pelieHue OM3Hec-3a/1au MyTeM OKa3aHusi WHPOPMAIMOHHBIX ycIyr. Takke paccMarpvBalOTCsl aTaku
Ha CETEBYI0 MH(PACTPYKTYPY, OHH MOTYT OBbITh KaK aKTUBHBIMH, TaK U MACCUBHBIMHU (B 3aBHCHUMOCTH OT
HCTI0JIB3yEMOT0 3JI0yMbIlIIeHHUKaMu BpepoHocHoro 110). [IpoBoannace TmarenabHas OLEeHKA 0€3011aCHOCTH
ceTeBOi MH(PaCTPYKTYphI, KOTOpasi 3aBUCHUT OT CIIOKHOCTH HUCIOJIb3YEMBIX TEIEKOMMYHHUKAaMOHHBIX 1 UT-
peleHni, peneHnii 0e30MacHOCTH, a TaKKe OT BPEMEHH, PECYPCOB U MCXOAHBIX JaHHBIX, JOCTYIHBIX IS
ananu3a. Takke IpOBONMIMCH aHAJIN3 HA OCHOBE BHIBOJIa KOMaH]l KOH(PHUTIYPaLlUK CO CKPBITHIMU peaTbHBIMU
[P-agpecamu 1 mapossiMu, crieliuuKaImst IKCILTyaTHPYEMOT0 aKTUBHOTO CETeBOro 00opyoBanus. B onenke
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YpOBHs 0€30MaCHOCTH CETH.
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