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NAS RK s pleased to announce that News of NAS RK. Series physico-mathematical
Jjournal has been accepted for indexing in the Emerging Sources Citation Index, a new edition of
Web of Science. Content in this index is under consideration by Clarivate Analytics to be
accepted in the Science Citation Index Expanded, the Social Sciences Citation Index, and the
Arts & Humanities Citation Index. The quality and depth of content Web of Science offers to
researchers, authors, publishers, and institutions sets it apart from other research databases.
The inclusion of News of NAS RK. Series of chemistry and technologies in the Emerging
Sources Citation Index demonstrates our dedication to providing the most relevant and
influential content of chemical sciences to our community.

Kasakcma+ Pecnybnukacbl ¥nmmbiK fbifibiM  akademusicsl "KP ¥FA Xabapnapbl. ®u3ukarbik-
MameMamukarblK cepusichl” FbinibIMU XypHasbiHbiH Web of Science-miH xaHanaHraH Hyckackl Emerging
Sources Citation Index-me uHOekcmenyzae KabbindaHFaHbIH xabaprnaldbl. byn uHdekcmeny 6apbicbiHOa
Clarivate Analytics komnaHusicbl XypHandbl odaH api the Science Citation Index Expanded, the Social
Sciences Citation Index xoHe the Arts & Humanities Citation Index-ke kabbinday macesneciH
kapacmeipyOa. Webof Science 3epmmeywinep, asmopsap, bacnawbiiap MeH MeKeMmesiepee KOHMeHm
mepeHdiei MeH canacbiH ycbiHaobl. KP ¥FA Xabapnapbl. XuMusi XXoHe mexHoroausi cepusicel Emerging
Sources Citation Index-ke eHyi 6i30iH KoramdacmbIK yYWiH eH 63eKmi xoHe 6edenidi XUMUSIIbIK FblribiMOap
bolibiIHWa KoHmeHmke adarsnobifbiMbi30bl 6indipedi.

HAH PK coobuwjaem, ymo Hay4qHbil xypHan «3eecmusi HAH PK. Cepusi ¢busuko-mamemamuyec-
Kas» 6bin npuHam 0ns uHdekcuposaHusi 8 Emerging Sources Citation Index, o6HoeneHHol eepcuu Web
of Science. CodepxaHue 8 amom UHOeKcuposaHUU Haxodumcs 8 cmaduu pacCMOMmMpPEHUS KoMnaHuel
Clarivate Analytics Ons OanbHelwea0o npuHsmus xypHana e the Science Citation Index Expanded, the
Social Sciences Citation Index u the Arts & Humanities Citation Index. Web of Science npednazaem
Kayecmeo u enybuHy KoHmeHma 0Ons uccriedogameriel, asmopos, uzdamenel u y4upexoeHul. Bkro-
yeHue MNssecmusi HAH PK e Emerging Sources Citation Index deMoHcmpupyem Hauwy npueep>xeHHOCMb
K Hauboree akmyasrbHOMY U 67USSMEeSIbHOMY KOHMEHmMy M0 XUMUYEeCKUM Haykam Ofsi Hawezo
coobuwecmesa.
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ALGORITHMS FOR FINGERPRINT CLASSIFICATION

Abstract. Currently, biometric methods of personality are becoming more and more relevant recognition
technology. The advantage of biometric identification systems, in comparison with traditional approaches, lies in the
fact that not an external object belonging to a person is identified, but the person himself. The most widespread
technology of personal identification by fingerprints, which is based on the uniqueness for each person of the pattern
of papillary patterns. In recent years, many algorithms and models have appeared to improve the accuracy of the
recognition system. The modern algorithms (methods) for the classification of fingerprints are analyzed. Algorithms
for the classification of fingerprint images by the types of fingerprints based on the Gabor filter, wavelet - Haar,
Daubechies transforms and multilayer neural network are proposed. Numerical and results of the proposed
experiments of algorithms are carried out. It is shown that the use of an algorithm based on the combined application
of the Gabor filter, a five-level wavelet-Daubechies transform and a multilayer neural network makes it possible to
effectively classify fingerprints.

Key words: Fingerprint classification, Gabor filter, wavelet transform, neural networks.

1. Introduction

Today biometric personality identification systems have been widely used in many areas of human
life. For example, personal identification according to some characteristics is used in information security,
forensic science, in the field of social services, and so on. One of the most common biometric technologies
is fingerprint identification. It is this technology that has been widely used in various fields of activity.
Since fingerprints do not change over the years and are unique for each person, this sign gives a high
probability of correct identification of a person. Currently, computer technology is also involved in the
process of personal identification by fingerprint. Each print has its own individual pattern, its own
characteristics.

Fingerprints are one of the reliable biometric features successfully used for personal identification [1].
The advantages of a fingerprint for personal identification are:

* The uniqueness of fingerprints, different from each other and from other fingerprints of any other
person. Even twins have different fingerprints.

* Unlike passwords, PIN codes cannot be lost or forgotten.

* Fingerprints do not change over time.

* Fingerprints have been used for many years for personal identification, therefore it is possible to test
the developed algorithms using existing databases.

In each fingerprint, you can define two types of attributes - global and local. Global features are
characteristics of a fingerprint that can be seen with the naked eye. Global features include image area,
core, delta point, line counter, papillary pattern. Local signs, called minutiae, are small, unique dots for
each fingerprint that are successfully used to identify individuals. A fingerprint may have the same global
attributes, but local attributes are always unique.

However, the fingerprint image may be fuzzy, with indistinct lines and a lot of noise. Therefore, the
image must go through a stage of preprocessing, during which noise and distortion are removed from the
image, the readability of the fingerprint is increased.
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The aim of this work is to create an algorithm for the classification of fingerprints by types of
papillary patterns based on the combined application of the Gabor filter, wavelet transform and neural
network. Solving this problem will speed up the search for fingerprints in large databases.

2. Global fingerprint signs

The image area is a fragment of a fingerprint in which all global features are located [1]. Fingerprints
can be read and classified based on the image area information. Minutes that are used to identify a person
may be outside the area of the image, so it is better to use information from a whole fingerprint when
identifying a person.

The nucleus is the point that is located at the approximate center of the fingerprint and is used as a
reference for reading and classification.

The «delta» point is the starting point where the separation or connection of the grooves of the
papillary lines occurs, it can look like a very short groove, in the extreme case - a point. Line counter - the
number of papillary lines on the image area, or between the core and the «delta» point.

Papillary patterns are divided into three types: arches (arcs), loops and curls [2]. Arches are rare and
occupy 5 ... 10% of all fingerprints. Loops are found in most people (60 ... 65%). Curls appear much less
often - 30% of all fingerprints.

3. Local signs of a fingerprint

The use of local features allows for detailed image analysis. To do this, the image is usually divided
into rectangular areas, for each of which a vector of feature values is formed.

Examples of local features are statistical characteristics of the intensity distribution of image points.

Fingerprint lines are not straight. They are often broken, branched, reversed, and ripped. Points where
lines end, branch, or change direction are called minutia points. These minus points provide unique
information about the fingerprint for identification purposes.

Practice shows that fingerprints of different people can have the same global features, but it is
impossible to have the same local features, i. e. points of mination. Therefore, the process of personal
identification usually consists of two stages. The first step is globally categorizing fingerprints, using
databases to classify them. The second step is to recognize the fingerprint based on the comparison of the
structure and the coincidence rate of the minutia points.

4. Gabor filter

Gabor filter is a linear filter, the impulse transient response of which is represented as the product of a
Gaussian function by a harmonic function [3]:

g(x,y) = Gauss (x',y’) cos 21;""), (1)
¢ X’g+v2 y’;)

Gauss(x',y') = e 2m0X 2mnoe¥ | )

X' =xcosO + ysin0, 3)

y' = —xcos0 + ycos6, @)

where A is the wavelength; ¢ — phase; the angle 0 indicates the orientation of the normal to the parallel
stripes of the Gabor function; vy is the compression ratio. Changing the orientation of 6 makes it possible to
change the direction of edge detection.

Fingerprint lines can be multidirectional, so it is necessary to find the orientation of the lines within
each processed area of the image. This result can be achieved by applying different orientations of the
Gabor filter to the image. In this case, by changing the angle of rotation 0, it is possible to change the
direction in which the edges are to be detected. Therefore, the Gabor filter function will be a function of
three variables — h (x, y, 0).

To find the orientation angle of the segment line, that is, the angle 6, it is necessary to construct a field
of image directions, which is constructed using the point coordinates function, which describes the angle
of the tangent to the line of the image intensity level. In this case, the field angle sets the direction, which
is perpendicular to the vector of the image gradient, and the gradient, in turn, corresponds to the color
changes from white to black.

If I (%, y) is the brightness of the light in the image, then the direction field ¢ (x, y) is given by the
following equation:

— 4() ——
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tge(x,y) = —(0I(x y)/ 0%)/(01(x,y)/ 9y), )

where the angle ¢ (X, y) specifies the direction that is perpendicular to the gradient vector.

Next, filter matrices are calculated that correspond to all possible directions of lines in the range from
0 to 255. After that, a two-dimensional convolution with the Gabor filter kernel at the point (x, y) is
performed on the image. In this case, the Gabor core corresponds to a given local angle of the line
direction.

In image processing, the Gabor filter is commonly used for edge extraction, object outline detection,
texture feature extraction, fingerprint image area extraction, local direction extraction, and other purposes
[4, 5]. In this work, different orientations of the Gabor filter are used to improve the image of the
fingerprint.

5. Wavelet transform

The main challenge in each type of image processing is to find an efficient representation that allows
it to be displayed in a compact form. In modern theory and practice of signals in spectral analysis, signals
of a special type are used - wavelets. The works [6, 7] present the decomposition of the image and the
extraction of its features for the classification of aircraft images based on the application of the Haar
wavelet transform and a multilayer neural network. In this paper, the Haar and Daubechies wavelet
transforms are used to extract features of a fingerprint image.

In addition, according to the research results presented in the review [9], the choice of a particular
wavelet basis has an insignificant effect on the texture analysis of images. Therefore, when choosing a
wavelet basis in this case, the main criterion is the time and complexity of the transformation.

Wavelet analysis methods do not require splitting the image into small blocks, since the required
localization properties are incorporated into the wavelet system [10].

6. Fingerprint classification method

In this paper, a method is proposed for classifying fingerprint images by types of papillary patterns
based on the use of the Gabor filter, wavelet transform and a neural network. The functional diagram of
the proposed method is shown in figure 1.

‘ Original fingerprint image

4

‘ Convert to grayscale

h 4
[ Downsized to 256 * 256 pixels

\d
‘ Applying the Gabor filter

\ 4
‘ Applying a wavelet transform

v
Multilayer neural network

Figure 1 - Functional diagram of the proposed method of classification of fingerprints

The proposed method uses the Haar and Daubechies wavelet transforms to extract features of the
fingerprint image. To evaluate the efficiency of feature extraction, 5th and 6th level wavelet transforms
are used. A neural network with 192 inputs for the 5th level wavelet transform was created. The number of
hidden neurons for this network varies from 200 to 250. For the 6th level wavelet transform, a neural
network with 48 inputs was created, for which the number of hidden neurons varies from 80 to 120. Both
networks have 7 outputs in accordance with the number of categories fingerprint classification.

7. Experiments

To test the algorithms, a part of the FVC2006 fingerprint database [8] is used, containing 9 images
of each category for training (total 9 x 7 = 63 images), and 14 images of each category for testing (total
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14 x 7 = 98 images). The results of comparing the efficiency of feature extraction are shown in Figure
2 and 3. Analysis of the above results shows that the algorithm using the Daubechies wavelet transform
gives better results than the algorithm based on the Haar wavelet.

We also compared the performance of the algorithm using the Gabor filter with the algorithm without
using this filter, Figure 4 and 5. The above results show that the algorithm using the Gabor filter performs
better than the algorithm without this filter.

8. Conclusions

1. Proposed and described algorithms for classification of fingerprint images by types of papillary
patterns, based on the use of the Gabor filter, the Haar wavelet transform, Daubechies and a multilayer
neural network.
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Figure 2 - The result of comparing the efficiency of the algorithm based on the application
of a five-level wavelet transform: -Daubechie; - Haara
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Figure 3 - The result of comparing the effectiveness of the algorithm based on the application
of the six-level wavelet transform: - Daubechie; - Haara
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Figure 5 - The result of comparing the efficiency of the algorithm based on the application
of the five-level Daubechies wavelet transform and: - with the Gabor filter; - without Gabor filter

2. Based on the analysis of the results of numerical experiments, it has been established that the
algorithm based on the combined application of the Gabor filter, the five-level Daubechies wavelet
transform and the multilayer neural network has the best reliability of classification of fingerprints.

Applying the Gabor filter on the fingerprint image sharpens lines, detects edges, and removes noise
and distortion. However, the disadvantage of this method is the high computational complexity of the
algorithm.

J1. JleGeneB, A. Ad:KaINI0BA

On-Oapabu areiHnarsl Kaz¥YVY, Anmarsl, Kazakcran
CAYCAK I31 BOMBIHIIA KJACCU®PUKALUSITIAYFA APHAJIFAH AJITOPUTM/IEP

Aunnoranusi. Kazipri yakpiTTa jKeKe TYJIFaHbl TaHY/bIH OMOMETPHSIIBIK OJiCTEpl TaHY TEXHOJOTUsIIAPbIHA
aliHanya. BHOMETPUSUTBIK COMKECTEHAIPY KyHelepiHiH JSCTYpii TICUIepre KaparaHjaa apThIKIIBUIBIFL, aJ1aMFa
THECIITI CBIPTKBI OOBEKT eMec, alaMHBIH ©31 aHbIKTanaapl. Caycak i3mepi apKbUTBI )KeKe TYJIFaHbl COHKECTCHIIPYIiH
€H KOIl TapallFaH TEXHOJIOTHACHI, OJ op ajaM YVIIiH MamULIPIBIK epHEKTiH Oipereiimirine HerizgenreH. COHFBI
JKBIIIApHl TaHy JKYWECIHIH JOJIITIH jKaKcapTy YIIiH KONTEreH alropuTMAEp MEH Mozenbaep naina 6onnbel. Caycak
i3[epiH KIKTEYiH 3aMaHayu anroputmzepi (sxictepi) tanganaabsl. ['abop cy3rici, TOnKeIHABIK Xaap, Jobemu Typ-
JeHIIpYJIepl oHe Kol KabaTThl HEHPOH/BIK JKelll Heri3iHie caycak i3/epiHiH Typliepi OoWbIHIIA caycak i3AepiHiH
CYpETTEpiH KIKTey aIrOpUTMIIEP] YChIHBUIFaH. ¥ ChIHBUIFAH AITOPUTM/EPIe CAHBIK )KOHE IKCIIEPUMEHTTIK 3epTTey-
nep kyprizinai. ['abop cy3ricin, 6ec qeHreini TONKBIHIBIK TYPIACHAIPYAL XKaHe Kol KadaTThl HeWPOHBIK KeiHi Oip-
Jiecin KOJIJaHyFa HETI3CNreH aarOpuTMII KOJJIaHy, caycak i3IepiH THIMII XKIKTeyre MYMKIHIIK OepeTiHi Kepce-
TUITEH.

Tyiiin ce3nep: caycax i3iHiH Xikrenyi, 'abop cy3rici, BeHneTT TypieHaipy, HeHpOHIBIK JKeJIiep.

J1. JledeneB, A. AD:KaIHI0BA
Kazaxckuil HarmoHaBHBIN YHUBEpCUTET M. anb-Dapadu, Anvatsl, Kaszaxcran
AJITOPUTMBI KIIACCUDPUKAIIUU OTIHHEYATKOB IMAJIBIIA

AnHoTanus. B Hacrosiee BpeMsi OMOMETpUYECKHE METOJIBI PACIIO3HABAHMS JIMYHOCTH CTAHOBATCS Bee Oolee
aKTyaJbHBIMA TEXHOJIOTHSMH paclio3HaBaHHs. [IperMyIIecTBO OHOMETPUYECKUX CHCTEM HACHTHU(UKALUH, II0
CPaBHEHHUIO C TPaJULHOHHBIMH IIOIXOJaMH, 3aKIIIOYAeTCS B TOM, YTO HACHTU(UIMpYeTCcs HE BHEIIHHN OOBEKT,
NPUHAUISKAIIUN YeI0BeKy, a caM denoBek. Hanbonee pacnpocTpaHeHa TEXHOJIOTUS HACHTU(GHUKALMI JIMYHOCTH 110
OTIIe4aTKaM MaJbleB, KOTOPas OCHOBAaHA HA YHUKAIBHOCTH JUI KaXKJOTO YeJIOBeKa PUCYHKA MaNWUIAPHBIX Y30pPOB.
B nocnegHue roapl MosSBUIOCH MHOTO QJITOPUTMOB U MOJEINEH AL TOBBIIICHNS TOYHOCTH CHCTEMBI pacliO3HABAHHUS.
[Tpoananu3npoBaHbl COBPEMEHHBIE AJITOPUTMBI (METOIBI) KiIacCH(UKALMU OTHEYaTKOB naibleB. [IpeanoxkeHs!
AJITOPUTMBI KJ'IaCCI/I(bI/IKaI_ll/II/I H306pa)KeHHl7[ OTIICYAaTKOB IIAJIBILICB I10 TUIIAM OTIICYATKOB I1aJIbIICB HA OCHOBE (bMﬂpra
I"abopa, BeitBneT - Xaapa, npeobpazoBanuii J[oOemy 1 MHOTOCIIONHOW HEUPOHHOU ceTH. [IpoBeeHbI YHCICHHBIC U
IKCIIEPUMEHTAJIbHBIC HCCIICAOBAaHHS IMPEIJIOKEHHBIX aaropuTMoB. [loKa3aHO, YTO HCIOJb30BAHHE AITOPHUTMA,
OCHOBAHHOT'O Ha COBMECTHOM MpuUMeHeHHu ¢uiibTpa ['abopa, IsSTHYpOBHEBOrO BelBIeT-nipeodpa3oBanus Jobemu u
MHOTOCJIOHHOW HEHPOHHOM ceTH, T03BoIIsieT 3QPEKTHBHO KIIACCH(DUIIMPOBATh OTIICYATKH MATbLICB.

KiroueBble ciaoBa: kimaccu(uKamus OTIEUaTKOB majibleB, ¢uibTp ['abopa, BeiiBneT-mpeoOpa3oBaHue, HEH-
POHHBIE CETH.
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